


 

 

  
(866) 436-6110 

 

 

 
 
Schema  
1. The DisasterLink System 

• A disaster victim is found by EMS who tags the patient with an RFID –readable 
tag, and locates the MyHealthArchiveLite ID card in the wallet. The username 
and password are entered, and the patient’s identification, demographics, and 
contact names including physicians are immediately known. Clinical information 
such as the nature of the injury are included, and the case record is generated 
for that patient, and transmitted to the Incident Commander’s Server, and from 
there to the DisasterLink Remote Server. The information on that patient is now 
available and secure, more than a thousand miles away, and beyond the range 
of the disaster.  The assignment of the patient to a specific hospital by the 
Incident Commander results in the hospital automatically being notified of the 
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anticipated arrival of the patient, making it possible for it to prepare for the patient 
long before arrival. If redirection of the patient to another hospital or redirection of 
resources to the hospital is necessary, those arrangements can be in the works 
even before the person has left the scene. Medical history available from 
MyHealthArchive® (such as allergies or special medical conditions) is pushed to 
the transporting EMS team, resulting in treatment modifications that are specific 
to the patient, and therefore higher in quality and safer. When the patient arrives 
at the hospital the RFID tag is read and the patient’s actual location is updated. 
The DisasterLink Reunification Web Service tracks where the patient is and 
assists the public, victims and agencies such as Red Cross to promote 
reunification. Real time analysis of the disaster as a whole is automatically 
performed in the DisasterLink Remote Server, and pushed out to the Health and 
Fire Departments, and as appropriate, other agencies. This analysis is free of 
personal identifiers, and is, therefore, HIPAA compliant. The DisasterLink 
Servers at the Health and Fire Departments perform customized analysis of the 
event both in real time and later in retrospect to fully understand the process of 
care, its strengths and weaknesses.   
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Patient Identification:  
 
Each patient maintains a radiofrequency identification (RFID) bracelet which complies 
with ISO standards. This RFID bracelet is applied at the site of the disaster at the time 
of care by EMS-first responders, so that the patient’s identity and their location can be 
authenticated. If a participating hospital opts to incorporate scanning technology, 
movement of the patient can be tracked passively anywhere the patient moves within a 
hospital or health system. This tracking is passive and does not require hospital 
personnel to make keyboard or other entries. 
 
Data are collected at each point of service, at any point in time, whether at the time of 
care at the site of an emergency throughout care at the hospital, so data collected about 
the patient including identity, demographics, family contact information and critical 
medical data such as allergies and medical and medication history can be matched with 
data maintained in the centralized server and the mirrored server maintained in the 
Intermountain West. 
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Because of the ability to accurately match the patient with his or her own data, accuracy 
is improved, errors are reduced and care becomes better coordinated. Patients can be 
located within hospitals and large health care systems more rapidly, and efforts to 
locate and reunite patients with their families can be expedited.  
 
An optional, but very effective means to identify a patient and to connect the patient to 
his or her medical history is to pre-position important information so it can be retrieved 
rapidly in a disaster or emergency. Demographic information about a person linked to 
key contact names, phone numbers and email addresses is impossible or difficult to 
obtain from a comatose or injured patient, but if this information is already collected and 
pre-positioned to be accessed in an emergency, connection to family is facilitated and 
reunification can be at least partially automated. PatientCentral’s MyHealthArchive® 
contains MyOwnID® which includes demographics for a person, as well as 
FamilyContacts®, which includes names, phone numbers and email addresses for 
family, friends and physicians that a person has chosen to be contacted in an 
emergency. PatientCentral provides MyOwnID and FamilyContacts packaged as 
“MyHealthArchiveLite®” – a free tool that the community as a whole can utilize to pre-
position this vital information in case of emergency or disaster. This type of information 
would be useful in a disaster of 100,000 casualties or an accident involving one person. 
Each MyHealthArchiveLite annual subscription includes an identification card containing 
a secure username and password so EMS and hospitals can access this information 
while keeping the information secure.  
 
The full MyHealthArchive annual subscription pre-positions the person’s full medical 
history, and would allow EMS, hospitals and physicians to more rapidly and completely 
access the patient’s medical information. Greater access to specific health information 
improves safety in managing victims of disasters and emergencies. One of the profound 
experiences of managing patients evacuated from New Orleans to Houston after 
Katrina was that people were disconnected not only from their hospitals and physicians, 
but also from their own medical histories; now stored on paper under water in an 
abandoned city. Having MyHealthArchive would have made those medical histories 
instantly accessible.  
 
Treatment:  
 
DisasterLink maintains a real-time and historical record of patient care which has been 
provided by EMS first-responders and in the hospital setting. DisasterLink maintains 
HIPAA compliance because it requires that whoever is logged onto the hospital’s 
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information system have a user name and protected password which authenticate the 
validity of the health care provider’s right and authority to gain access to the hospital’s 
information system. The user’s ability to log into to the hospital’s information system 
grants access into DisasterLink, and enables seamless recovery of data collected at 
each encounter. DisasterLink maintains a secure log of identifying the person 
performing data input and screen viewing. User customization allows DisasterLink to 
become part of the medical record, as desired. 
 
All treatment data are recorded within the hospital’s information system and the 
centralized server. For public health purposes and to comply with the Public Health 
Information Network, individual and collective treatment data can be abstracted by EMS 
first responders, hospitals and community agencies, and regional or federal agencies 
such as The Red Cross and FEMA, to assess the collective need for additional 
resources including staff, equipment and medications.  
 
Location of the Patient within the System:  
 
Radiofrequency identification tags enable tracking and tracing of every patient 
encounter as it occurs in the healthcare delivery system in real-time, using passive 
monitoring of patient movements.  
 
If a hospital adopts the optional PatientLocator® system, real-time patient movement 
within the hospital can be passively monitored and analyzed   
 
DisasterLink records the location of each patient based on clinical data recorded at 
each point of service. Data collected in RFID tags, which tracks movement and data 
obtained from DisasterLink at every point of service, can be used to evaluate, in real-
time, the location of patients to support re-unification efforts as well as movement of 
patients within and between health care facilities.  
 
Incident Management:  
 
Data for incident management are recorded in DisasterLink’s centralized server which 
can be retrieved by authorized personnel in charge of resource management and 
recovery efforts. The scope and severity of an incident, in terms of the volume of 
casualties, the severity of injuries, and volume of patients transported to hospitals can 
all be retrieved readily for the purpose of supporting the community’s infrastructure. 
Family Reunification:  
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Because the location of every patient can be identified in the DisasterLink system and is 
maintained on a centralized server, points of service are recorded so that the location of 
each patient can be tracked and traced. Data are stored in DisasterLink’s centralized 
server which is maintained in a secured site in the Intermountain West. Regional, state 
and federal-level personnel with authorization may have access to certain information 
within the centralized server including patient names, family contacts and demographics 
to facilitate and expedite efforts to re-unify patients and their families.  
 
DisasterLink has a web interface that can be accessed by the general public, as well as 
the Red Cross, hospital social services and other agencies that are involved in the 
reunification process. The DisasterLink Reunification Service allows bidirectional 
posting of locating information, so families and patients can quickly locate each other. 
For example a non-injured traveling businessperson could post that he is temporarily 
staying at a local hotel, so his worried wife in New Jersey could readily locate him. Or, 
she could post an inquiry as to the location of his grandchildren. Having a single 
community-wide resource that is remotely viewable anywhere in the world dramatically 
enhances reunification.  
 
Data from DisasterLink also populates the Reunification Service, so if Mr. Smith is 
comatose in a hospital, his location will be available even if he isn’t able to enter any 
data. News agencies will be asked to direct the public’s attention to the site, so even 
distant people will know where to look for information. 
 
Post-Event Analysis and Reporting 
 
DisasterLink can be used as an analytical tool to assess disaster preparedness, in 
terms of adequacy and availability of human resources, medical equipment, 
pharmaceuticals, blood products, beds, care by acuity level and usage of staples. 
DisasterLink provides data for analysis of communication and coordination of care by 
first responders, between first responders and hospitals, by hospitals, and with external 
agencies. Data, including rapidity of response, distribution of care, costs and clinical 
outcomes are invaluable tools for performance improvement, root cause analysis, and 
prospective strategic planning.  
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Health Information System/Practice Management Integration 
 
DisasterLink complies with the Health Insurance Portability and Accountability Act 
(HIPAA), the American National Standards Institute (ANSI), Health Level 7 (HL7) and 
the Public Health Information Network (PHIN).  
   

• HIPAA: All health care providers are required to have authorization and must 
authenticate their identity before gaining access to any protected health data. 
Levels of access to protected health information or demographic data may vary 
according to agency and personnel. Each hospital or governmental agency must 
maintain its own list of authorized individuals and levels of access for protected 
health data.  
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• ANSI: PatientCentral Technologies complies with ANSI to act honestly, in 
good faith, in the best interest of ANSI’s missions and goals, and in  
accordance with the highest professional standards, avoiding real or 
perceived conflicts of interest whenever possible and to disclose them to 
affected parties when they do exist. Both VerdaSee Navigator and 
PatientCentral’s DisasterLink maintain strong standards for 
interoperability to promote communication and exchange of information 
in an accurate, effective, useful, and consistent manner.   

• HL7: We recognize that hospitals and other health care organizations typically 
have many computer systems used for everything from billing records to patient 
tracking. DisasterLink complies with HL7 Version 3 standards for retrieval and 
sharing of health care information to support clinical document architecture and 
exchange of medical record information between different hospital systems which 
facilitates seamless hospital work flows.   

• PHIN: In circumstances of disease pandemics, DisasterLink supports the 
exchange of critical health information between public health levels of healthcare 
to facilitate communication and sharing of information within and between 
communities. DisasterLink can utilize an HL7 interface to facilitate 
communication with agencies in the public health system so that the scope and 
severity of a pandemic can be more accurately evaluated in real-time to avoid 
further spread of disease and implementation of appropriate public health 
resources.  

 
PatientCentral’s Modular Personal Health Record and Tracking Systems:  
 
PatientCentral has developed several modular systems which enhance the scope of 
information capture, and which augment decision support,  enhance patient safety, 
improve communication and care coordination, and expedite information  access to key 
personnel or resources: These modules are available as optional add-ons as desired 
and appropriate to the budgets of the institutions utilizing DisasterLink. They are: 
 

MyHealthArchive® and MyHealthArchiveLite®: (www.HealthArchive.com) 
MyHealthArchive is a very optimal means to identify a patient and to connect the 
patient to his or her medical care. MyHealthArchive is a highly secure web-based 
personal health record which pre-positions individual full medical history and 
allows EMS, hospitals and physicians to more rapidly and completely access 
medical information. MyHealthArchiveLite is a more limited version of 
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MyHealthArchive which can be packaged as a unit attached to DisasterLink to 
provide individual identification, demographic and family contact information 
which can be accessed through a secured-web-based application. 
MyHealthArchiveLite is a product that a community could acquire for its citizenry 
to promote identification and reunification, whereas MyHealthArchive is intended 
for individuals to both provide identification and reunification functions but to 
provide far more detail on medical history. A MyHealthArchiveLite subscription 
could be readily upgraded to a MyHealthArchive personal subscription, as 
individually desired. 
 
MyHealthArchive safely and securely maintains patients’ long term healthcare 
history across inpatient and outpatient visits and events, and also stores 
information regarding current prescription medications, chronic health concerns, 
and emergency contacts. The information is stored in the MyHealthArchive 
remote servers analogous to the DisasterLink Remote Server, and is securely 
available by Internet access or may be downloaded to a USB key, PDA or similar 
device, and made available in emergencies.  Using emergency contact 
information contained in MyHealthArchive or MyHealthArchiveLite, physicians 
and hospitals may be able to assist in connecting patients and their families 
separated by disasters. This would have saved so much suffering in Katrina and 
Rita. MyHealthArchive is invaluable to patients with chronic diseases for whom 
knowledge of prior medical treatment may mean the difference between life and 
death.  MyHealthArchive and MyHealthArchiveLite have been designed to 
interface with DisasterLink to support early recognition of important aspects of 
patients’ medical histories to reduce delay and help prevent treatment errors.  
 

 
ProLocator®: The professional locator module is an optional wireless tracking 
and tracing, personnel flow analysis system which can help manage human 
resources in a mass casualty disaster at multiple sites including hospitals and 
mobile care units erected to meet the overflow of community health care needs. 
During periods of chaos, being able to locate the whereabouts of individuals may 
mean the difference between life and death. Key personnel will wear a tag 
embedded with a radiofrequency chip which tracks location in a designated 
hospital or public health agency facility. When key individuals can be located 
across the geographical area covered by DisasterLink, this can mitigate 
hazardous material exposure and can reduce delays in managing life-threatening 
injuries of casualties affected by a disaster incident. ProLocator can be interfaced 
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with DisasterLink to augment capabilities to locate and transfer key personnel to 
areas which may have a critical need for expertise or for deployment of 
personnel who may be in short supply in some geographical areas. 
 
PatientLocator®: The PatientLocator Module is an optional passive wireless 
patient tracking system which utilizes a radiofrequency chip that traces in real-
time the precise location of patients as they move within a healthcare facility.  
Simply, DisasterLink tracks patients before and between hospitals and 
PatientLocator tracks patients within hospitals. Separate from bed flow is patient 
flow – the movement of patients to various laboratories, radiology, operating 
rooms, recovery rooms, ICU, ED, cafeteria, and other locations. Accurately 
knowing where a patient is at any given time improves compliance with 
medication regimens, physician and health care personnel efficiency and patient 
security. PatientLocator provides passive, efficient and reliable monitoring of 
patient movement without incurring enormous expenses for either nursing or 
clerical staff, while at the same time reducing their workload and refocusing them 
onto the real nature of their work. PatientLocator can be interfaced with 
DisasterLink to augment capabilities to locate individual patient’s minute-by-
minute in support of resource deployment and reunification efforts. 
 
AssetLocator®: The AssetLocator Module is an optional passive wireless asset 
tracking system which utilizes radiofrequency technology to track the location of 
expensive assets, including computers, IV pumps, durable medical equipment 
and pharmaceuticals on a routine basis or during disasters where resources are 
limited and redundancies can be costly. The AssetLocator can be interfaced with 
DisasterLink to augment capabilities to locate equipment and supplies which may 
be in short supply in some geographical areas affected by a disaster incident. 
 
Services: Our services include technical and clinical consulting and 
management for hospitals and health agencies: Since the technical and clinical 
aspects often overlap, our approach is to blend both areas of expertise into 
meeting the needs of our customers. We provide services in a broad array of 
areas which include:  
 

► Survey of feasibility for implementation of wireless tracking, tracing 
and communication technologies within and across agencies; 

► Customization of novel information management, tracking, tracing 
and communication technologies to support customer needs; 
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► Design and oversight of implementation of processes and systems 
to support improvement in coordination and synchronization of 
disaster preparation and management; 

► Design of technologies to support processes and systems to 
improve coordination and synchronization of disaster preparation 
and management; 

► Design and customization of analytical tools to optimize quality, 
improve safety, reduce redundancy, enhance efficiency and promote 
reimbursement for services where applicable; 

► Design and coordination of training programs to support health care 
providers and support personnel  in areas of technology application, 
process improvement, and disaster preparedness activities including 
mock drills; 

► Support of key personnel in application of technologies purchased to 
manage casualties during disasters.  

 


